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Aberrant behavior in unmanned weapon systems can be caused by design flaws, system

malfunction, malevolent control penetration, and human error. As systems manifest more

autonomous operation, unpredictable emergent behaviors add to this list. The near-term

expected future calls for swarms of heterogeneous unmanned autonomous systems (UAS) to be

employed on a mission. The emergent group behaviors will add new dimensions to testing,

posing potentially explosive centralized monitoring and evaluation tasks with large groups. The

impossibility of specifying and testing all potential situational conditions is recognized, and the

safety of the testing environment itself is of concern. Lessons from social animal life show that

peer behavior monitoring has evolved to detect and mitigate aberrant behavior among

members, and mitigating that behavior if it is evaluated as intolerable. This article explores a

foundation for peer behavior monitoring among UAS under both test and mission conditions.
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A
berrant behavior in mobile unmanned
autonomous weapons is likely. Re-
gardless of the degree of autonomous
control, aberrant behavior can be
caused by design flaws, system mal-

function, malevolent control penetration, and hu-
man error. In fully autonomous operation, unantic-
ipated emergent behaviors are both likely and
desirable in dealing with the infinite possibilities
of situational reality. Simulation and test of
individual units with these autonomous capabilities
have their own sets of challenges and cannot predict
how these units will behave in group operations.
Individual behavior cannot be ignored as simulation
or testing advances to group behavior and poses an
explosive centralized monitoring and evaluation task
with large groups.

Social animal life exhibits built-in systemic mecha-
nisms for detecting aberrant behavior among its
members, and mitigating that behavior if it is evaluated
as intolerable. This article identifies a foundation for
employing socially attentive monitoring in Unmanned
Autonomous System (UAS) predeployment testing,
and in perpetual peer evaluation after deployment. The
suggested approach was instigated by studies of self-
organizing systems-of-systems in a graduate systems-
engineering course at Stevens Institute of Technology

(Dove 2007) and deemed possible by capabilities of a
new pattern detection-engine technology (Dove 2009).
The foundation explored in this research was shaped by
this targeted technology.

This article reports on part one of a two-part study,
identifying a promising behavior detection approach
that might benefit from a massively parallel pattern
recognition capability. Part two of the study investi-
gates the potential of massively parallel classification
technology for leveraging the detection approaches
outlined in this article.

In The Principles of Ethics, Herbert Spencer reaches
into the animal kingdom to support his theories on the
origins and enforcements of natural laws within social
groups:

‘‘There arises such general consciousness of the
need for maintaining the limits, that punish-
ments are inflicted on transgressors—not only by
aggrieved members of the group, but by the group
as a whole. A ‘rogue’ elephant (always distin-
guished as unusually malicious) is one which has
been expelled from the herd: doubtless because of
conduct obnoxious to the rest—probably aggres-
sive. It is said that from a colony of beavers an
idler is banished, and thus prevented from
profiting by labours in which he does not join:
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a statement made credible by the fact that drones,

when no longer needed, are killed by worker-

bees. The testimonies of observers in different

countries show that a flock of crows, after

prolonged noise of consultation, will summarily

execute an offending member. And an eye-

witness affirms that among rooks, a pair which

steals the sticks from neighbouring nests has its

own nest pulled to pieces by the rest.’’ (Spencer
1893, 12–13)

Though stories of beaver and rook justice, and
anecdotal witness to crow judgment and execution
exist, scientific evidence is illusive; nevertheless, the
values and varieties of peer judgment constraining and
enforcing societal behavior are well known among
humans and are studied and observed in animal (Flack
et al. 2006) and insect societies (Heinze 2003,
Monnin et al. 2002, Ratnieks, Foster, and Wenseleers
2006).

This article suggests that peer evaluation of
behavior is necessary and valuable in the domain of
autonomous unmanned systems when they are
working together as a team on a warfighting mission,
and perhaps even more so when these systems are
being tested, as they are less likely to be well behaved.
The suggestion is prompted by the positioning and
planning for an Unmanned Autonomous System Test
(UAST) focus area described in a 2008 Broad Area
Announcement:

‘‘Due to the mobility inherent in all UAS, their

close proximity to humans (e.g., soldiers, testers,

population centers, etc.) and their capability for

unpredictable behavior; a reliable fail-safe system

is needed. This effort seeks technologies for all

aspects of system safeties as they pertain to UAS,

Systems of Systems, and Complex Systems. This

includes safe test conduct, testing for top level

mishaps, safety fail-safes, truth data assessment

for safety, and safeties associated with large

numbers of collaborating UAS.’’ (Office of the
Secretary of Defense 2008, 21)

It is also recognized that testing outcomes can have
‘‘an almost infinite number of possibilities, depending
on UAS cognitive information processing, external
stimuli, operational environment, and even possible
random events (hardware/software failures, false
stimuli, emergent behavior, etc.).’’ (Office of the
Secretary of Defense 2008, 23)

Emergent behavior is later recognized as something
less than random:

‘‘UAS formation control, swarming, and aggre-
gate intelligent agent behavior are an emergent
characteristic of this technology arena. … System
behavior, in a multi-agent system, can be
difficult to predict and often unexpected system
behaviors occur which lead to poor system
performance. These unexpected system behaviors
result from unforeseen group actions of agent
groups and agent-group behavior that is not
directly coded by the agent designers.’’ (Office of
the Secretary of Defense 2008, 54–55)

Such unexpected system behaviors can be good as
well as bad. In fact, the goal of fully autonomous
intelligent behavior is creative problem-solving in
situations without precedence. It is unlikely that
unleashing a swarm of UASs that are only capable of
dealing with well-defined cataloged situations will be
effective.

We cannot know the situations that will arise, nor
can we directly control how things should play out.
Instead, we must recognize and embrace uncertainty
within a framework of governance principles that will
bound the outcomes within an acceptable space. The
principle described in this article classifies behavior as
unacceptable based on absolute boundary-infraction
recognition, rather than attempts at imperfect reason-
ing or restrictions to specifically approved behaviors.

UAS will necessarily be tested and fielded in
situations that have no precedence in cataloged
responses. How will we constrain the outcomes to
those we can live with? More to the point, how will we
detect unacceptable behavior in time to intervene if
unacceptable consequences are the likely outcome?

Dove and Turkington (2009) characterize agile
systems as class 1 if they are (operator) reconfigurable
and class 2 if they are (systemically) reconfiguring. It
can be useful to think of a class-1 UAST system testing
class-2 UAS systems. This agile-system class distinc-
tion arose from a graduate course in the School of
Systems and Enterprises at Stevens Institute of
Technology (Dove 2007). The course reviews the
literature in various bodies of knowledge relevant to
self-organizing systems, and challenges collaborative
student analysis to identify recurring and necessary
patterns across bodies of knowledge. Five cycles
through to date, this investigation is beginning to
yield some promising fundamental patterns. One in
particular is the genesis of this article’s focus: successful
social systems often exhibit a pattern of peer behavior-
enforcement arising when the stability of the social
system is put at risk.

A related body of work led by Ronald Arkin (2007)
at Georgia Institute of Technology is concerned with
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ethical behavior of UAS used in military operations
and recognizes the potential for peer monitoring:
‘‘When working in a team of combined human soldiers
and autonomous systems, they have the potential
capability of independently and objectively monitoring
ethical behavior in the battlefield by all parties and
reporting infractions that might be observed.’’

A recent survey investigated opinions about the use
of, and responsibilities for, lethal autonomous systems
among four demographic groups (Moshkina and Arkin
2007). A total of 430 respondents were distributed
demographically as 54% robotics researchers, 30%
military, 16% policymakers, and 27% general public.
Figure 1 depicts who the respondents felt was respon-
sible when behavior was unacceptable. Our interest
here is in the autonomous devices, not the ‘‘robot as
extension’’ case, in which a human directs the
unmanned system. Interesting to note: lethal mistakes
made by a UAS are blamed on higher-level military,
UAS designers, and politicians, in that order.

The survey showed that all four demographic groups
want ethical standards for UAS to be considerably
higher than those for soldiers. Figure 2 shows how the
groups felt about specific constraints that should be
enforced. Monitoring for ethical behavior infractions is
a subset of what must be monitoring for safe and secure
behavior overall.

Two sections follow that discuss social peer-behavior
monitoring; first in terms of temporal relationships and
then in terms of spatial relationships. Temporal

behavior monitoring compares the temporal event
sequence of the intended tactical plan against the
actual sequence of events, on an agent-by-agent basis.
Spatial behavior monitoring compares the spatial
aspects of the intended plan against actual trajectories
on an agent-by-agent basis.

Temporal behavior leverage
Our fundamental interest is in the ability to detect

and evaluate certain aspects of the behavior of team
members as they work toward a common goal. This
common goal may encompass a set of tasks that are not
necessarily shared by all team members but are
nevertheless a part of the activities pursuing common
goal achievement. Task plans for achieving this
common goal will have constraints. For instance, the
end may not justify any possible means. Achievement
may also have constraints on team member behavior
(e.g., team members are expected to work toward team
goals according to an established coordination plan).

A team is defined as a collection of members (agents)
working toward a common goal. Working together
implies some form of activity coordination. Coordina-
tion comes in a range of forms from centralized planning
and micro-direction of the agents at the one extreme, to
mindless local-reaction agent-behaviors resulting in
emergent swarm effects at the other extreme. Our
interest is in neither extreme, but rather with autono-
mous agents that possess and employ both self-
awareness and social awareness of other team members
and their behaviors as they jointly pursue a mission.
Agents will have a sense of team and a sense of mission,
and use this information to detect when another agent is
clearly not behaving in the team’s interest.

In a broader socially aware sense, the team’s interest
includes the team’s image among outsiders—a weap-

Figure 1. Responsibility for lethal errors by responsible party
based on a survey of 430 respondents from demographic

groups. The soldier was found to be the most responsible

party, and robots the least. (Reproduced with permission from

the survey reported in Moshkina and Arkin 2007.)

Figure 2. Ethical behavior for soldiers and robots. Applicability

of ethical categories is ranked from more concrete and specific

to more general and subjective. (Reproduced with permission,
from the survey reported in Moshkina and Arkin 2007.)
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ons-toting team member gone rogue can impair the
team’s long-term existence likelihood. This is a new
behavior focus not seen in prior research of Multi-
Agent Systems (MAS).

Malone and Crowston (1994) in a broad interdis-
ciplinary survey of the ‘‘emerging research area, sometimes

called coordination theory,’’ define coordination as
‘‘managing dependencies between activities.’’ Noting the
onslaught of the electronically connected world, they
proposed that new forms of organizing and new forms
of coordination structures would emerge. They also
observed that different disciplines were already explor-
ing domain-specific coordination concepts, and that
there was now value to be gained in finding domain-
independent underlying principles of coordination.
Their stated intent was to help kick-start the
development of a theory of coordination by illuminating
these cross-discipline similarities, noting that ‘‘It is not

enough just to believe that different systems are similar, we

also need an intellectual framework for ‘transporting’

concepts and results back and forth between the different

kinds of systems.’’ This idea is germane to the present
discussion as this article suggests that coordination
concepts of social systems inform how we deal with
aberrant behavior in UAS.

About the same time as Malone and Crowston
pulled together their survey, Jennings (1993) modeled
coordinated agent communities on a foundation of
commitments and conventions. Jennings defines com-
mitments as mutually agreed upon plans of action, and
conventions as the means for monitoring commitments
under changing circumstances. He goes on to suggest
that all coordination mechanisms can be seen as joint
commitments and their related social monitoring
conventions. Jennings acknowledges that it is infeasible
in any community of reasonable complexity for total
monitoring to occur, due to communication bandwidth
and processing time. In our own human experience we
see this to be true in teamwork, where some awareness
of other team-member activity is naturally maintained,
but any attempt at totally detailed and continuous
monitoring knowledge is impossibly overloading and
counterproductive.

Important to our monitoring interests, Jennings
shows why the behavior (alone) of a collection of
agents as seen by an outside observer is insufficient to
determine if coordination is present, and concludes
that ‘‘coordination is best studied by examining the mental

state of the individual agents.’’ He then goes on to say:
‘‘The exact make up of this mental state is still the subject of

much debate, however there is an emerging consensus on

the fact that it contains beliefs, desires, goals and

commitments (intentions).’’

Jennings raised issues that are addressed in Gal
Kaminka’s Ph.D. thesis (2000) and related publications
(Kaminka and Tambe 1997, 1998, 2000). Kaminka
pursued what Jennings dubbed the social conventions
aspect and developed a ‘‘mental state’’ representation
based on goal hierarchies presumably shared by a team
of agents—recognizing that some agents may have
tasks different than others and some may choose to
achieve a common task differently than others. Notably
his work features primary examples of unmanned
autonomous (aerial) systems, where individual UAS
(agents) monitor and recognize when a member of the
team doesn’t behave as mutually agreed to in the plan.
Kaminka’s approach also enables an agent to detect
self-failure often but not always.

Kaminka credits inspiration to Leon Festinger’s
seminal work on social comparison theory (Festinger
1954), which is founded on the hypothesis that
humans have a drive to evaluate their own opinions
and abilities and will employ a social comparison
process if this evaluation cannot be tested directly.

Kaminka (1997) kicks off this path of work by
proposing an approach to failure detection which he
called unique to a multi-agent setting: the key idea
being that agents observe each other and use that
information to inform themselves about the situation
and about the appropriateness of the behaviors of self
and others. Basically each agent evaluates its own
behavior by observing that of others, and comparing
those observations with its own behavior, beliefs, goals,
and plans.

Kaminka’s early tack had Festinger’s self-centered
focus: agents used cues from others to evaluate their
own fitness. Subsequently, his investigations broad-
ened to both a centralized agent that could monitor
team and other-agent behavior, and multiple agents
monitoring team and other-agent behaviors.

Kaminka makes the case in his thesis for distrib-
uted monitoring and detection, showing that a
centralized monitor using his algorithms does as well
as can be done, whereas multiple monitor/detectors
among socially aware agents do best, as they can
exploit their own local state as part of the informa-
tion. He shows that the centralized approach can
provide either sound (no false positives) or complete
(no false negatives) results, whereas the decentralized
approach provides both sound and complete results—
meaning no incorrect detections and no missed
detections. He also shows that this can be accom-
plished without any one agent monitoring all the
agents, and without all the agents having this
monitoring capability.

Recent work is getting even closer to the detection
of threatening aberrant behavior. Avrahami-Zilber-
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brand and Kaminka (2007) extend the social compari-
son concept into the detection of suspicious behavior
by an agent. The general approach is to monitor a large
group of agents and note that one or some agents are
behaving decidedly different than expected. Two types
of suspicious behavior recognition are employed:
explicit and implicit. Explicit recognition classifies
behavior as suspicious if it reflects a reference pattern
known to be suspicious. Implicit recognition classifies
behavior as suspicious if it does not conform to
cataloged reference patterns of ‘‘normal’’ behavior.
This work is part of a more general interest in dynamic
tracking of multi-agent teams.

Sviatoslav Braynov (Braynov 2004, Braynov and
Jadliwala 2004) has investigated the use of coordi-
nation graphs built from filtered action data to
recognize coordinated behaviors among multiple
agents maliciously working toward an undesirable
goal. This is done by an aberrant behavior detector
examining forensic data, with suggestions that real-
time log-data examination might recognize a coor-
dinated attack in early stages of setup and initiate
counteraction. This approach may be useful for
identifying the agents, actions, and situational
conditions that participate in the manifestation of
an emergent behavior. Proactively, such emergent
behaviors that are determined to be undesirable could
thereafter become recognizable patterns that generate
increasing states of concern as manifestation of the
conditions increases.

In summary, the cited works in this article bring the
concepts of social awareness into play with good effect
for detecting behaviors not in keeping with team goals,
agent tasks, and coordination plans. Separate paths by
Kaminka and Braynov are beginning, respectively, to
attack computational scaling issues and the detection of
coordinated alien activity within groups.

Spatial behavior leverage
Stephan Intille (1999) opened an interesting path

that explored visual recognition of multi-agent action.
His work analyzed films of American football games
and identified the plays being made according to visual
analysis of the trajectories of the players, matching the
offense player trajectory’s against the team’s playbook
patterns. There is a considerable difference between
idealized chalk-board play patterns (Figure 3) and
actual game-time trajectories given the unpredictability
of the 11 defensive-team players, as well as the infinite
variety of trajectories the 11 offensive-team players
may take in reaction to defensive play. Yet he built a
system that could recognize appropriate single-agent
and multi-agent actions in this domain under ‘‘noisy’’
trajectory data of player and ball movements.

‘‘Recognizing Planned, Multiperson Action’’ (In-
tille 2001) is a mature digestible presentation of his
work covering approximately 6 years. He has focused
on plan recognition, attempting to identify the play
by classifying the observed actions, movements, and
spatial relationships of the players. Intille notes
certain aspects of American football and the nature
of its team interaction that shape the recognition
approach:

N Infrequent collaborative replanning—though
agents adjust their playing to fit the real-time
situation, the intended play coordinates the
general action.

N Agent based goal description—each agent has a
goal (e.g., catch pass, block, receive handoff, etc.)
for any given play. The system attempts to
identify the goals the agents are pursuing based
on spatial and temporal relationships of agents
and their trajectories.

N Existing taxonomies—a common, fairly universal
terminology exists among coaches and fans for
describing all low-level agent actions (e.g.,
blocking, running through a hole) and higher
level aggregated actions (e.g., executing a specific
play)—within the boundaries of game constraints
and experience. This forms a succinct and closed
domain language. Figure 3 shows some of that
common terminology and the nature of its
reference.

N Purposeful behavior—every agent is expected to
contribute to the play’s objective, nothing hap-
pens without a reason.

N No statistical databases—large statistical databas-
es describing much of what has transpired in
football action do not exist. A recognition
algorithm cannot be based on that type of
resource. Instead, a linguistic description of plays
is provided by a domain expert (coach).

Figure 3. The different types of pass patterns that receivers

can run constrained by the rules and nature of the game.

(Reproduced with permission, from Intille 1999.)
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N Structured but uncertain—each offensive play
begins as a highly structured coordination plan.
The defensive agents rarely cooperate, so a great
deal of variation exists in individual agent
movements, individual agent goal achievement,
and overall trajectory maps.

This model has potential for describing joint UAS
maneuver patterns and detecting when an agent is not
contributing as planned. Though a great deal of
latitude is expected in the execution of a maneuver
pattern, general characteristics should prevail and
indicate an individual UAS not working on team
behalf. Judgment of cause and severity for out-of-scope
behavior is a separate issue not dealt with here.

Concluding remarks
This article reported on the first part of a two-part

study, instigated by a technology for massively parallel
pattern recognition and studies in self-organizing
systems-of-systems. This first part identified a research
base for aberrant behavior detection in multi-agent
systems that might benefit from a massively parallel
pattern recognition capability. The second part of the
study, to be published shortly, will indicate how the
detection approaches outlined in this article might be
implemented advantageously in a massively parallel
classification technology.

The temporal and spatial discussions in prior
sections are complementary, each having a potential
role in a socially attentive solution platform. It is not
suggested that the research referenced here is the only
way to approach the problem effectively, or that what
was presented is completely sufficient, but rather that
this basis appears promising as a foundation for a
solution path worth exploring.

It is likely that the future of UAS is pervasive
employment in human society, regardless of purpose,
warfighting or otherwise. Such ‘‘things’’ will need to be
socialized, as do the children of all species. Simple
behavior safeguards will not be sufficient. Right or
wrong, ready or not, we will expect these things to
exhibit respect for life and property, ethics, self-
control, and peer-policing capabilities approaching
our own. To the extent that they don’t, we will object
to their presence.

In a test environment, especially in early years, as
well as later with the presence of legacy units, such
detection mechanisms are not likely to be present on
board. The physical location of these mechanisms is
not necessarily important, provided suitable sensor
data are available. Under testing conditions, the
testing arena is likely bounded and populated with
various observer installations and mobile facilities.

Suitable sensors located in these facilities, and
perhaps sent from transmitters on board UAS, can
provide the raw data feeds. As was shown by
Kaminka (2000), it is not necessary to have a one-
to-one ratio of monitors to agents in order to ensure
high detection accuracy. Thus, multiple such mech-
anisms might be located in testing and observation
facilities in suitable proximity to the testing arena.
Alternatively, special units could be deployed among
the UAS under test much as many field sports
employ referees on the field.

In the end, such mechanisms also belong on board as
an integral part of every UAS, as UAS will operate
outside of ready observation and are subject to attrition
by enemy destruction. In such live cases, aberrant
behavior must be detected and evaluated to sense
control penetration by the enemy as well as malfunc-
tion that threatens the mission or might provide a
disabled UAS to the enemy for later recovery.

This concept of a socially aware team of autonomous
agents has application well outside the UAS and
UAST focus of this discussion. For instance, socially
aware security agents can be employed as a community
watch among networked groups of computers or
sensors, keeping watch on each other. For another
instance, Braynov (2004) is investigating ways in which
coordination graphs can be employed in the recogni-
tion of coordinated attacks by groups of autonomous
agents working toward a common goal. The platform
suggested here for UAST can merge with Braynov’s
work to pursue application in intrusion detection
areas. %
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